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INTRODUCTION RTEST 20
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‘ | am a PhD candidate in computer engineering at the

i Missouri University of Science and Technology. My
N & ]’ work focuses on modeling and metamodeling
| !' s A complex systems to understand and improve their
W - dependability.
Py, T
- gipt) > This research has been done in collaboration with

Samsung, Ford, and the Missouri S&T Electromagnet
Compatibility Lab.
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INTRODUCTION CRTEST 20

Static electricity discharge can cause:
Screen glitches

Program crashes

. Erroneous software operation [Sipstumentationi)  [fieiecioniet
System resets \ _ K’ el
Permanent hardware failures Cause i 2

Disruption causes a Classification
of anomalies

Bisripion: Failure Analysis

Interference 'Monitoring of devices] and Mitigation
or Attack on control network
via built-in

Real-time

fault that travels
through the control

Dependable cybephysical systems must be "™ \
Selection of
robust to the effects of these shocks \ — appropriate
ec mitigation
Fault in control technique

The effects of these shocks on system hardware | it

multiple systems
in vehicle

are much better understood than they are for Failure — —— »Menifestation
software operation Propagation ottt
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MONITORING ESD 20)

. Hardware instrumentation
- Can provide a precise understanding of how Ele€gtatic Discharge (ESD) entered and
propagated through the system
- Is difficult to scale up to instrumentation for the whole system
- Is infeasible to implement for field tests on commercially available equipment
- Tests are often implemented using custoftel@software rather than a typical system

software load
~ Software instrumentation

- Is often focused on usasible faults such as display flicker and program crashes
- Investigates lowdevel faults, such as bit errors in registers, and is usually done wgkdbw

code that cannot coexist with other software
- The software executing on a system can affect its immunity to ESD
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RESEARCH OBJECTIVES  &RTEST20

Improvesoftware instrumentation for ldawvel faults

Achievesoftware fault detectioon consumer hardwarefiald useconditions
Enable lightweightal-time monitorinand failure recovery
Create a generic approach that applies to many system peripherals

Validate and demonstrate by applying to USB devices
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MONITORING APPROACH  &RTEST20

TheUSB Host Controlleonnects to the USB bus and performddeal USB host
device duties

Responsibilities:
connecting and disconnecting devices
configuring power delivery

communicating control and data signals bet wee
Software Hardware
— == — ————————
Client USB USB Host USB Host USB
P <>»| peripheral <> Controller <> <>»| peripheral
Applications drivers driver Controller hardware
\_’_V\/

Host Controller Interface
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MONITORING APPROACH RTEST20

The Host Controller exposes a set of control registers to the host CPU

These registers conform to Open Host Controller Interface specifications

We record snapshots of these register v
operation, presuming that:

Certain sequences of values will be common during typical system operation
When exposed to ESD, we may observe anomalous values or sequences of values

Our goal is to infer ESD exposure from anomalies in recorded traces of these
snapshots

Monitor

Analyze Observe
ar;d Srfecnq‘rd —| execution [—indications of
Y traces anomalies

operation

Understand System Operation
What differentiates normal from abnormal?
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INITIAL INSTRUMENTATION
APPROACH (RTEST 20

Directly read the memomypapped Host Controller registers

Modified an opersource tool, Myregrw, to suit our needs

System driver that reads memory addresses on command
User program that sends control signals to driver and records values

Read values continuously while exposing the system to ESD
Problem: register values remained mostly constant

This approach failed to capture even typical Host Controller operation. Why?
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INITIAL INSTRUMENTATION
APPROACH (RTEST 20

We empirically determined the sampling rate of Myregrw on our system to be 342 Hz

Assuming that, in the worst case, the register values change at 400 MHz, we have a
0.000856% chance of observing a given value

Furthermore, Myregrw is racing the Host Controller driver to read the values written by
the host controller before its driver overwrites them

A new approach was needed to address both of these issues

% ESD Driver overwrites

event register values

Myregrw Myregrw
snapshot snapshot 9 of 22



IMPROVED INSTRUI\/IENTA’I@NHA(’PF

function: ohci_irg

Instrument the USB Host Controller driver to record the reg jeon o seee: oxs

HcCommandStatus:
0x24

values at the start of each function e Tnterrmcbnabie: 0480000056

HeInterruptDisable: 0x8000005e

Gives an exact picture of L0000 0w oo I\
: cControlHeadED: 0x339b2000
ContrO”er dOIng icgonirolgurrZitED: 0x0

HcBulkHeadED: 0x33902080
HcBulkCurrentED: 0x0

Requires minimal modifications to the driver code HoDoneHead: 0x0

HcFmInterval: 0xa7l782edf

Values are recorded using the standard kernel logging g aaooozTeo
framework e

HcRhDescriptorA: 0x2001202
. - - - HcRhDescriptorB: 0x0
Overhead is low: about 10% with a naive logging approach icinscatue: oxso00
HcRhDescriptorA: 0x2001202
HcRhPortStatus[0]: 0x103
HcRhPortStatus[1]: 0x100
Done.
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ANALYSIS APPROACH @Tmz()

Monitor system operation both without interference and while exposed to ESD
Baselineloge apt ure oOonormal 6 system behavior without

ESBexposed logeapture normal and abnormal system behavior
These log files consist of sequences of snapshots of register values
We refer to a log as arexecution trace

We refer to a snapshostateof t he regi ster:c
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ANALYSIS APPROACH CRTEST 20

|ldentify and coalesce duplicate states in each trace to constrert@ntion graph

We also record the path through the graph taken by the execution trace

Identify and coalesce duplicate states in each graph to constolba execution
graph

We ignore certain registers whose values are memory addresses set by the kernel memory allocator, ¢
they do not reflect the operation of the Host Controller itself

Execution paths through the global graph are recorded for each trace

We can thendentify states and transitions unique to-Egidsed execution traces
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CASE STUDY RTEST

System: FriendlyArm mini2440

400 MHz ARM Samsung CPU TLe
Running Linux as the operating system '

A flash drive is attached and a script runs to copy data to ¢

Several ESD injections were performed:
Electric field coupling probe: ESD pulses between 500 V and 5.5 k\

|
R iT N l s
wod 448643 EIL

: ‘.‘.H.'f
_ -‘h{l- é
-

Magnetic field coupling probe: ESD pulses between 500 V and 8 k\

The system proved to be more immune to magnetic field coupling, hehge
the higher pulse voltage

Probes were positioned over the USB port or the USB Host Controller IC
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RESULTS: REGISTERS

TheHcInterruptEnable and HclnterruptDisable registers control whether
the various hardware interrupts on the Host Controller are enabled or disabled

When read, these registers ought to be duplicates of each other
Baseline data confirms the host controller follows this specification

However, under ESD exposure, slight dissimilarities are observed: bit 7 sometimes disagrees
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